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Container und Container Image Security

trivy

Trivy has scanners that look for security issues, and targets where it can find those issues.
Targets (what Trivy can scan):

e Container Image

e Filesystem

¢ Git Repository (remote)
e Virtual Machine Image
e Kubernetes

e AWS

Scanners (what Trivy can find there):

¢ OS packages and software dependencies in use (SBOM)
e Known vulnerabilities (CVESs)

e laC issues and misconfigurations

e Sensitive information and secrets

e Software licenses
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